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CHAPTER 1 
INTRODUCTION 

 

WHAT’S INCLUDED IN THE POWER-PACK? 

 

The Citrix CloudPlatform/CloudStack Power-Pack includes the following items: 

 

Applications 
Collection 

Objects 
Presentation 

Objects 
Config 
Objects 

Thresholds 
App 

Events 

Non-
App 

Events 

Device 
Classes 

28 415 184 185 5 22 2 7 

 

WHAT IS CLOUDPLATFORM/CLOUDSTACK 

 

Citrix CloudPlatform is a multi-

hypervisor, multi-tenant, high-

availability Infrastructure as a Service 

cloud management platform. 

CloudPlatform uses Apache’s open 

source CloudStack software as its 

foundation. The solution provides a 

cloud Orchestration layer; giving 

automation of the creation, 

provisioning and configuration of 

IaaS components (such as virtual 

servers). Both Apache CloudStack 

and Citrix CloudPlatform provide the 

latest and most advanced software 

platform to build highly scalable and 

reliable cloud computing 

environments. With CloudPlatform, 

customers can quickly and easily 

build cloud services within their 

existing infrastructure and start realizing the benefits of this transformative service delivery model 

within minutes—without the overhead of integration, professional services and complex 
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deployment schedules. Citrix CloudPlatform turns an existing virtual infrastructure into a cloud-

based infrastructure as a Service (IaaS) platform. The fact Citrix CloudPlatform leverages existing 

infrastructure means that the cost and time for an organization to build a multi-tenant IaaS 

platform is greatly reduced. 

Citrix CloudPlatform is hypervisor agnostic, supporting VMware, Oracle VM, KVM, Citrix 

XenServer, Xen Cloud Platform, UCS, and Hyper-V. This gives Citrix CloudPlatform a unique 

position in the market. 

 

 

CLOUDPLATFORM USE CASES: 

 

Typical use cases for CloudPlatform include: 

 Service Providers that want to offer public, private and hybrid Infrastructure-as=a-Server 

clouds 

 Enterprises that want to stage development, testing and production in a consistent way, 

easing the development and publishing processes for applications 

 WebScale companies deploying scalable, elastic web infrastructure and apps that can 

adapt to the demand of their visitors 

 Software-as-a-Service (SaaS) providers looking to offer true multi-tenant software hosting 

while securing each user’s environment 

 

THE CLOUDPLATFORM/CLOUDSTACK API 

 

Citrix CloudPlatform and Apache CloudStack provide an API that gives programmatic access to 

all the management features available to the system. This API is used by ScienceLogic to monitor 

elements of the CloudPlatform and CloudStack system. There are three different API’s available in 

CloudPlatform/CloudStack which restrict access based on multi-tenant permissions. ScienceLogic 

uses the “Admin/root” API that provides access to the entire infrastructure. This includes access to 

information pertaining to Hypervisors, VM’s, system components, storage devices, and much 

more.  

 

API KEY PREPARATION 
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The Citrix CloudPlatform or Apache CloudStack Admin API must be configured prior to 
deployment of the ScienceLogic Power-Pack. The API can be configured to use any TCP port, 
however the follow are default settings: 

 
Protocol Port Use 

TCP 8080 User/Client/API to CloudStack  
Management Server - Management  
Port (authenticated communication) 

 

Additionally, you will need to generate a CloudPlatform/CloudStack “API Key” and “Secret Key” 
for use in the ScienceLogic credentials. To obtain the API Key and Secret Key: 

 Login as administrator 
 Go to Accounts 
 Select the account which user belongs 
 Click on View Users 
 Select the user 
 Click on generate keys icon and you’ll be able to see them in the detail View 

 

 

 

Record these keys for use in the ScienceLogic credentials.  



CLOUDPLATFORM / CLOUDSTACK POWER-PACK  

 

4 © 2013 ScienceLogic, Inc. All rights reserved 

 

CHAPTER 2 
TESTING THE NETWORK 

 

TCP PORT 

 

The default CloudPlatform/CloudStack API uses TCP port 8080. In order for ScienceLogic 

management systems to communicate with the CloudStack API service, TCP port 8080 must be 

accessible from either the ScienceLogic collector, or a ScienceLogic All-In-One server.  

Required Network Port Access 

Protocol Port 

TCP 8080 

 

Before deployment the ScienceLogic CloudPlatform Power-Pack, perform the following test on the 

command on the ScienceLogic collector or All-In-One server.  

nmap 192.168.1.1 

If TCP port 8080 is open, the result should show the following message. 

 

Nmap scan report for 192.168.1.1 

Host is up (0.00021s latency). 

PORT      STATE SERVICE 

Not shown: 994 filtered ports 

PORT     STATE SERVICE 

22/tcp   open  ssh 

80/tcp   open  http 

111/tcp  open  rpcbind 

2049/tcp open  nfs 

8080/tcp open  http-proxy 

9090/tcp open  zeus-admin 

 

If the port does not appear, or it appears 

with the state of “filtered” check your firewall settings. 
  

Note: The CloudPlatform/CloudStack API must be 

installed and operating for this test to work. Login 

as root on the collector and type the following 

command, changing the IP address to the IP 

address of the CloudPlatform/CloudStack API 

server. 
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CHAPTER 3 
INSTALLING THE POWER-PACK 

 

OVERVIEW 

In this chapter we will install the ScienceLogic CloudPlatform Power-Pack and then configure the 

credential for manual alignment of data collection.  

 

Requirements 

A valid CloudPlatform/CloudStack “API Key” and “Secret Key” 

A valid admin user name and password for ScienceLogic system 

 

POWER-PACK INSTALLATION 

 

Obtain the latest copy of the ScienceLogic CloudPlatform Power-Pack. In this document we will be 

using version 0.8.0 of the Power-Pack. Using normal Power-Pack installation procedures, got the 

System tab, select Manage\Power-Packs, and then select the Action button, and select “Import 

Power-Pack”. 

Locate the Power-Pack file, and then select the Import button.  

 

 



CLOUDPLATFORM / CLOUDSTACK POWER-PACK  

 

6 © 2013 ScienceLogic, Inc. All rights reserved 

 

Click “Install” to begin the import process. 

 

 

 

Once the Power-Pack is installed, proceed to the next section to configure the credential. 

 

CREDENTIAL 

With the Power-Pack installed, we can now configure our credential. Navigate to the System tab, 

select Manage\Credentials. Locate the “CloudPlatform: Example” credential and then click on the 

wrench to edit it.  

Change the username and password to match that of your EMC SMI-S Provider. In the 

“Hostname/IP” field, change the IP address to the address or FQDN of the 

CloudStack/CloudPlatform API server. Note: the hostname MUST have either https:// preceding 

the IP address. 
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Copy the “API key” into the “Username” field.  

Copy the “Secret Key” into the “Password” field. 

Validate that the port is set to the correct TCP port of the PAI server (default port 8080) 

Save setting and proceed to the next chapter. 
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CHAPTER 4 
FIELD-TEST DYNAMIC APP 

 

OVERVIEW 

In this chapter we will install the CloudPlatform Power-Pack Field Testing Dynamic App, which 

was designed to help deployment engineers and users validate settings and configurations before 

deployment of entire Power-Pack. In addition to validating connectivity and ensuring that proper 

communication exists between ScienceLogic and the CloudPlatform API Server, the Field Test 

application also provides information for the number of DCM items that will be discovered and 

managed by ScienceLogic. This helps engineers determine how many additional devices will be 

created on their ScienceLogic system, while gauging the number of elements that will be collected 

against.  

Note for larger CloudPlatform deployments, make sure your collector has sufficient capacity 

before deployment. 

 

DEVICE PREPARATION 

You will first need to discover your API server as either an SNMP or Pingable device using the 

ScienceLogic discovery engine. It is recommended that you enable Net-SNMP on your 

CloudStack/CloudPlatform API server.  

 

 

Note: If SNMP is not available, you must manually align an 

SNMP credential to the device in Device Properties page for 

collection to work properly. This is a known issue with earlier 

version of ScienceLogic proceeding version 7.3.5.3.  
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ALIGNING THE APP 

 

With the device discovered and modeled in 

ScienceLogic, navigate to the device properties page 

and then click on the Collections tab. Next, click on 

the Actions button, then select “Add Dynamic 

Application”. 

Once in the Dynamic Application modal, type “Field 

Test” in the search box, then select the “Citrix 

CloudPlatform: **Field Test” application. Select the 

credential you configured in the previous chapter. 

Click “Save” to save your settings and you will be 

returned to the Collections page. Click on the 

lightning bolt icon on the row with the application 

aligned. This will run the application and provide 

you with the results.  
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If the credential and CloudPlatform/CloudStack API are configured correctly, you will see valid 

results in the Run window. 
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If it is not working correctly, there will be verbose error messages indicating the problem.  After 

allowing the Application to run on its normal 5 minute collection cycle, navigate to the device 

Config page, and then select CloudPlatform: **Field Test. 

 

 

 

The results of the application will provide useful information that can be used to validate 

configuration of the CloudPlatform/CloudStack API and the approximate number of DCM devices 

that will be created once the Power-Pack has been fully deployed. 

Note: The “Total Devices” field is the total number of DCM devices that will be created once the 

application is fully deployed. Make sure your ScienceLogic database and collector have sufficient 

capacity to allow for all the new DCM devices before proceeding to the next chapter. 

 

 

 

 

 

 

 

 

 
  

Note: It is recommended to remove the 

“Field Test” Dynamic Application once 

validation is complete. The application is 

not required for the other components of 

the Power-Pack to function! 
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CHAPTER 5 
ALIGNING DYNAMIC APPS 

 

OVERVIEW 

 

Before beginning, make sure you understand the fundamentals of how ScienceLogic Dynamic 

Component Mapping works. Only align the applications defined in this chapter to the root device 

you discovered in chapter 4. Do not align any other applications from this Power-Pack with any 

other device or device components.  

The below table shows the Dynamic Applications we must manually align.  

 
Install Order Application Name Credential 

1 CloudPlatform: **Collection Yes (see chapter 3) 

2 CloudPlatform: **Discovery No (do not align a credential) 

3 CloudPlatform: **Event Journal Yes (see chapter 3) 

 

 

ALIGNING COLLECTION APP 

 

First, we must manually align the “Collection” application. This 

provides important data collection and caching needed for 

building out our Dynamic Component Map tree. Navigate to the 

discovered device, click on the device properties page, and then 

select the Collections tab. Next, click on the Actions button, then 

select Add Dynamic Application. 

In the Dynamic Application modal, type “CloudPlatform: 

**Collection” in the search box. Click on the application, then in 

the right selector window, select appropriate the credential you created in Chapter 3. Click 

“Save” to save your settings and you will be returned to the Collections page.   
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Click on the lightning bolt icon, which will force the application to run immediately creating the 

initial set of cache data. Although this step is not required, it helps speed up the initial discovery. 

 

 

ALIGNING DISCOVERY APP 

 

While still in the Collections tab, click on the Actions button, then 

select Add Dynamic Application. 

In the Dynamic Application modal, type “CloudPlatform: 

**Discovery” in the search box. Click on the application, then 

click the “Save” button. Note that this type of application does 

not require a credentials, as it automatically inherits the 

credential from the parent applications, which in this case is the 

“CloudPlatform: **Collection” application. 

 

Once saved, the application will take a 

couple of minutes to run. It will 

automatically model all child devices 

using ScienceLogic DCM technology. 

Related performance and configuration 

applications will also be aligned and 

begin automatically collecting data. The 

entire discover process can take several 

minutes depending on several factors.  
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ALIGNING EVENT JOURNAL APP 

The third and final application to manually align is optional, however 

it provides event and journal information for all messages generated 

by CloudPlatform/CloudStack.  

In the Collections tab, click on the Actions button, and then select Add 

Dynamic Application. Type “CloudPlatform: **Event Journal” in the 

search box, then click on the application. In the Credential selector, 

select the same credential used for the “CloudPlatform: **Collection” 

application. Click “Save” to save your settings and you will be 

returned to the Collections page.   

Once the Event Journal application runs, it will catalog all available event messages from the 

CloudPlatform/CloudStack API system. All “Error” events will automatically generate an Event in 

ScienceLogic. 
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CHAPTER 6 
ALERTS AND EVENTS 

 

OVERVIEW 

There are 24 event definitions included with the CloudPlatform Power-Pack. Most events are 

match with a clearing even to automatically clear when a condition changes to a healthy state. 

 

 

DASHBOARD 

 

The CloudPlatform Power-Pack comes with one example dashboard for Zone usage and event 

statistic.  By default, Dashboards don’t retain Event filters, so the filter on EMC only events, you 

will need to edit each Event Widget and select the criteria you want to see in the widget. 
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Click the top right of the Event Widget, click the down arrow icon, and select “Configure”. In the 

Widget Configuration window, select the Filter criteria you want to see. In our example, we will 

select all CloudPlatform Event Policies. 

 

 



CLOUDPLATFORM / CLOUDSTACK POWER-PACK  

 

18 © 2013 ScienceLogic, Inc. All rights reserved 

 

 

DASHBOARD CAVEATS  

Dashboards use normalized data and require the ScienceLogic normalization process to run at 

least once to begin populating dashboard data. This process runs every hour and can take up to 

2 hours before you begin seeing dashboard data. If you see the following message in the Top left 

most widget, then either the normalization process has not yet run, or data is not being collected 

for the specified device. Allow at least 2 hours for the normalization process to populate initial 

data.  

 

 

 

 


